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TnnoBsble MpUMepPbl HACTPOMKI

NMpuMmep HacTpouKK ayTeHTUPUKauun 802.1X
yepe3 Web-unrepdeiic

CtanpgapT IEEE 802.1X (IEEE Std 802.1X-2010) onucbiBaeT UCMosb30BaHUE MPOTOKoNa
EAP (Extensible Authentication Protocol) ana nogaep>xku ayTeHTUOUKALUM C NMOMOLLbIO
cepBepa ayTteHTUduKaumn. CtaHgapt IEEE 802.1X ocywecTBnseT KOHTPOb AOCTyna u
He MO3BOJIIET HEeaBTOPM30BAHHbIM YCTPOMUCTBAM MOAK/OYATLCA K JIOKANIbHOW CeTU
yepes NopTbl KOMMyTaToOpa.

CepBep ayTeHTuUduMKauum Remote Authentication in Dial-In User Service (RADIUS)
npoBepsieT npaBa AOCTyNa KaXAoro KAWeHTa, NOAK/IYaeMOro K nopty KOMMyTaTopa,
npexae 4YemM paspewnTb [OCTyNn K 060My W3 CEPBUCOB, MpenoCcTaB/iieMbIX
KOMMYTaTOpOM WSIN NTOKaSNIbHOWN CETbHO.

B craHpapte IEEE 802.1X onpepeneHbl Tpu ponn YCTPOMCTB B 06LLEd CcCxeme
ayTeHTuduKaumnm:

» KnueHT (Client/Supplicant);
« AyteHTudukatop (Authenticator);
» CepBep ayTeHTubMKauum (Authentication Server).

KnueHt (Client/Supplicant) — aTo pa6oyasi cTaHUuus, KoTopas 3anpalinBaeT AOCTyn K
NOKaNbHOM CEeTU U OTBEYaeT Ha 3anpocbl KOMMYyTaTopa. Ha paboyen CTaHUMM AOHKHO
6bITb ycTaHOBNEeHO knneHTckoe MO gns 802.1X, HanpumMep, To, KoTopoe BcTpoeHo B OC
KJIMEHTCKOro KOMMboTepa Un ycTaHOBNEHO AOMOMHUTENbHO.

CepBep ayTteHTudukauum (Authentication Server) BbINnoAHAET  (daAKTUYECKYHO
ayTeHTUdUKauuto knveHta. OH npoBepseT MNOASIMHHOCTb KAMeHTa U WHbopMUpyeT
KOMMYTaTop O MNpefoCTaB/ieHUM UMM OTKase KIIMEHTY B JOCTyne K JIOKaslibHOW CeTW.
Cnyx6a RADIUS saBnsieTcsi KJMEHT/CEpPBEPHbIM MPUOXEHUEM, NPU paboTe KOTOPOro
nHdopmauma 06 ayTeHTUdUKaumm nepegaetca mexay cepsepomM RADIUS n knueHTamm
RADIUS.

AyteHtudumkatop (Authenticator) ynpaBnsier ¢usmyeckum [OCTYNOM K  CETH,
OCHOBbIBasACb Ha cTaTyce ayTeHTUdUKaLmn KnmeHTa. 3Ty posb BbIMOMHAET KOMMYyTaTop.
OH paboTaeT Kak nocpefHuk (Proxy) Mexnay KJWeHTOM W CEpBEpPOM ayTeHTUDUKaLMUM:
nonyyaet 3anpoc Ha MNpOBepKYy MNOAMMHHOCTM OT KJIMEHTa, NpoBepseT AaHHYH
MHbopMaLMO NpU NOMOLLM cepBepa ayTeHTUPUKALUN U NepecbliniaeT OTBET KJIMEHTY.
KommyTaTtop peanuayetr (yHKUMOHaNbHOCTb KnveHTa RADIUS, koTopbli oTBevyaeT 3a
WMHKaNCynauuto n aeunHkancynsauuio kagpos EAP u B3aMmopencteme C cepBepoM
ayTeHTudukaummn.



KommyTaTtopsbl D-Link nogaep>xusatoT gBe peanusauuun ayteHTudunkaumm 802.1X:
« Port-Based 802.1X (802.1X Ha ocHOBe NopTOoB);
« MAC-Based 802.1X (802.1X Ha ocHoBe MAC-agpecoB).

Mpu ayTeHTudmkaumm 802.1X Ha ocHoBe nopToB (Port-Based 802.1X), nocne Toro Kak
nopT 6blf1 aBTOPM30BaH, 060 KOMMbIOTEP, MOAKIHOYEHHDbIN K HEMY, MOXET MONy4YnUTb
[OCTYN K CeTW.

B otnuune ot ayteHTUdukaumm 802.1X Ha oOCHOBe MNOPTOB, rAe OAWH MOPT,
aBTOPU3NPOBAHHbIA  KJIMEHTOM, OCTaeTCA  OTKPbITbIM  ANA  BCEX  KJIMEHTOB,
ayTeHTUdmkaums 802.1X Ha ocHoBe MAC-agpecoB (MAC-Based 802.1X) — aTo
ayTeHTMdUKaUna MHOXeCTBa K/IMEHTOB Ha OAHOM (M3MYECKOM MopTe KOMMyTaTopa.
Mpu ayteHTMdumKaumm 802.1X Ha ocHoBe MAC-aapecoB NpoBepstOTCSA He TONbKO UMSA
nosib3oBaTtensa/napofib, NOAKMKOYEHHbIX K MOPTY KOMMyTaTOpa KJ/IMEHTOB, HO U UX
KonmyecTtBo. KonnyectBo MNOAKIKOYAEMbIX KJ/IMEHTOB OrpaHMYeHO MakKCUMalbHbIM
KonnyectBoM MAC-agpecoB, KOTOPOE MOXET U3YUnUTb Kaxabl NOPT KOMMYyTaTopa. [ns
dyHKumMn MAC-Based 802.1X konuyecTtBO M3yvaeMblx MAC-afgpecoB ykasbiBaeTcs B
cneuyndukauum Ha ycTponctBo. CepBep ayTeHTUGMKauuMM npoBepsieT  UMS
nonb3oBartensa/naponb, W, ecnn  uHbopmauua  [OCTOBEpHa, ayTeHTudwukaTop
(koMMyTaTOp) OTKpPbIBAEeT NorMyeckoe coefuMHeHue Ha ocHoBe MAC-agpeca KMeHTa.
Mpn atom, ecnn JOCTUrHYT nNpefen UsyyeHHbix NopToM kKommyTtaTtopa MAC-agpecos,
HOBbIV KIIMEHT 6yAeT 3a6110KNPOBaH.

®yHkuma 802.1X Guest VLAN wucnonbayetcs pns cospaHus rocteson VLAN c
OorpaHW4YyeHHbIMM nNpaBaMu [ANa Mnofib3oBaTeNne, He npoweawnx ayTeHTudukauuio.
Korga KAMEHT noAkntovaeTca K MNOPTY KOMMyTaTopa C  aKTUMBM3UMPOBaHHOW
ayteHTudukaumen 802.1X wn odyHkumen Guest VLAN, npoucxoamT npouecc
ayTeHTUdMKauMmM (NoKanbHO WAWM yAasieHHO C ucnosib3oBaHWeM cepBepa RADIUS). B
Cnyyae ycnewHom ayTeHTudukaumm knmeHT 6yaeT nomelleH B VLAN HasHauyeHus (Target
VLAN) B COOTBETCTBUM C NpeaycTaHOBMIEHHbIM Ha cepBepe RADIUS napameTtpom VLAN.
Ecnu aTOoT napameTp He onpeaeneH, TO KAMEHT 6yAeT BO3BpalleH B NepBOHayasibHyH
VLAN (B COOTBETCTBMM C HAaCTPOMKAMM NOpPTa NOAKIHOYEHUS).

B ToM cnyyae, ecnm KNMEHT He npoLuen ayTeHTudunkaumto, oH nomewyaetca B Guest VLAN
C OrpaHW4yeHHbIMKU NpaBamMu J4ocTyna.

MpuMeyaHue K HacTpoike

PaccmaTpvBaemMbll  MpUMep  HACTPOMKM  MOAXOAUT AN CNeaylowux  Cepun
kommyTtatopos: DGS-1100/ME, DGS-1210, DGS-1210/ME, DGS-1210/FL, DGS-3000.
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3apayva N°1

B nokanbHOM ceTn HeobxoAuMMO o06ecneynTb ayTeHTMdUKauuMo MNosib3oBaTenen npu
NOAKTIFOYEHUU UX K CETH.

3apayva pelwaetcsa HacTponkon Port-Based 802.1X Ha nopTax KOMMyTaTopa.

MoMMMO KOMMyTaTOpa, HeobxoaumMo HacTpouTb RADIUS-cepeep n 802.1X-KNMEHT Ha

paboyen ctaHuuun. B kayectBe RADIUS-cepBepa MOXHO ucnonb3oBatb nakeTt freeradius
ana OC Linux.

' RADIUS-cepeep

IP-agpec ceTeBoro agantepa: 192.168.0.2/24

Basa y4éTHbIX 3anucei

UmnA Maponb
ivan inavpassword
KommyTtaTop SW 1 cath cathpassword
IP-appec ynpasneHuMA KOMMYyTaTopa:
192.168.0.10/24 MopT 19
DL socros crmcomer mmrrese | SSARSE =

ooooooaon Do ooDoa EomooDoom =] a a [ =]

----‘ "TTT]
L LI LI L LI [ | | |

Knuent 802.1X (ivan) Knuent 802.1X (cath)
MK 1 — pa6ouas ctaduma ¢ OC Windows MK 2 — pa6oyan cTaHuua ¢ OC Windows
IP-appec: 192.168.0.20/24 IP-appec ceTeBoro apantepa: 192.168.0.30/24

Puc. 1 Cxema nogknroyeHums

-3- © 2023 D-Link



HacTtpoika kommyTtaTtopa SW 1

1. B meHto cneBa Bblbepute Management — IP Interface — System IP Address Settings u
namenute IP-agpec nHtepdeiica ynpasneHmsa kommyTtatopa (B npumepe — 192.168.0.10/24).

=
El-{& System Configuration

- = System Information Settings @® Static (O DHCP O BOOTP
[ Port Configuration
= Serial Port Settings Interface Name
5 ‘Waming Temperature Settings Management VLAN Name
[+ System Log Cenfiguration X -
.2 Time Range Seftings Interface Admin State | Enabled v |
=) Time Settings IP Address . . El
-] User Accounts Settings . .
- =] Command Logging Setiings 2;:‘;;“3“ - - - EE'
=] Reboot Schedule Settings Y " I 5 )
-+ =] Auta Backup Settings | Apply |
El-{ Management
-l ARP
[ [ Gratuitous ARP
- =] IPvE Neighbor Settings

=-{@ P Interface
System IP Address Settings|
-2 Interface Settings

2. Bbibepute NyHKT MeHto Security - 802.1X — 802.1X Global Settings 1 aktusupynte
dyHKumto 802.1X, BbINOMHMB CneaytoLmne HaCTPOMKMU:

-B none Authentication Mode Bbi6epute Port-based;

-B nosne RADIUS Authorization Bbi6epuTe Enabled;

-B nosne Authentication Protocol Bbi6epute RADIUS EAP.
Haxxmute Apply.

[ System Configuration

2} - -
[ Management Authentication Mode | Port-based v Authentication Protocol | RADIUS EAP v |

+|-[jil L2 Features e = -
8 L3 Features Forward EAPOL PDU |. Disabled v .| Max User (1-448) [ ] EnoLmit
-l QoS RADIUS Authorization |_ Enabled ) _|

#--fl ACL -

Apply |
>
B02.1X Port Settings
B02.1X User Settings
- =) Guest VLAN Settings

3. Bbibepute nyHKT MeHto 802.1X Port Settings 1 ykakute nopT unm gmanasoH NopTos, K
KOTOpbIM 6yAYyT NOAK/HOYEHbI KIIMEHTbI, BbiOpaB COOTBETCTBYIOLLME 3HAYEHUA B MOMAX
From Port u To Port (B8 npumepe noptbl 2-10). B none Capability BbiGepute
Authenticator n Haxxmute Apply.

B

[ system Configuration

802.1X Port Access Control

3 L7 Features From Port |02 v | To Port |10 v
J L3 Features QuietPeriod (0-65535) 60 sec SuppTimeout (1-65535) |30 sec
~ E;E‘ ServerTimeout (1-65535) [30 sec  MaxReq (1-10) B times
& i Securty TX Period (1-65535) 30 sec ReAuthPeriod (1-65535) [3600 sec
El-@ 802.1x ReAuthentication | Disabled v | Port Control | Auto v |
-~ & 802.1X Global Settings Capability | Authenticator v | Direction | Both v | [ Refresn |
> B02.1X User Settings Forward EAPOL PDU | Disabled v | Max User (1-448) [ No Limit | Apply |
- Guest VLAN Settings
& RADIUS i i - - .
{3 IPMAC-Port Binding (IMPE) Port{AUMDIOpenCrDi| o'l porog |Paiod] Trneout | Timeout [MAXRE Seriog | ReAUN|Capabiit| ¢ or B, | Ma User
- MAC-based Access Control (MAC) 1 | Both Both Auto 30 60 30 30 2 3600 |Disabled None Disabled 16
B[ Web-based Access Contral (WAC) 2 | Both Both Auto 30 60 30 30 2 3600 |Disabled None Disabled 16
-l Compound Authentication 3 | Both Both Auto 30 60 30 30 2 3600 |Disabled None Disabled 16
& IGMP Access Cantrol Setiings 4 | Both Both Auto 30 60 30 30 2 3600 |Disabled None Disabled 16
- Port Security 5 | Both Both Auto 30 60 30 30 2 3600 |Disabled None Disabled 16
&l ARP Spoofing Prevention Settings 6 | Both Both Auto 30 60 30 30 2 3600 |Disabled None Disabled 16
1 BPDU Attack Protection 7 | Both Both Auto 30 60 30 30 2 3600 |Disabled None Disabled 16
*| Loopback Detection Settings 8 | Both Both Auto 30 60 30 30 2 3600 |Disabled None Disabled 16
| RPC PortMapper Filter Settings 9 | Both Both Auto 30 60 30 30 2 3600 |Disabled None Disabled 16
= NetBIOS Filtering Settings 10 | Both Both Auto 30 60 30 30 2 3600 |Disabled None Disabled 16
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4. Bbibepute nyHKT MeHo RADIUS — Authentication RADIUS Server Settings. B none IPv4
Address ykaxuTe agpec cBoero cepsepa (B npumepe 192.168.0.2). Beegute wu
nogTeepauTe naponb B nonsx Key/Confirm Key. Haxxmute Apply.

B[ System Configuration i §
E-[ Management Index \ 1 v ‘
& L2 Features 192.168.0.2 e.g.: 10.90.90.90)
59 L3 Feslures @ 1Pv4 Address () LD LT
B QoS (O 1PV Address [ ieg:56FF2)
B ACL Authentication Port (1-65535) [ | Ml Defaut
B Security
: . Accounting Port (1-65525) [ | [ Defautt
2 21X o et Tt (1253 E— L
802.1X Port Settings ~
-+ 2 B02.1X User Settings Retransmit (1-20) [ |tmes [ Detaut
5 it v ston N ——
El-fi RADIUS — o
[8=:] Authentication RADIUS Server Setlings onirm Rey Cl [ Aepy |
i 5| RADIUS Authentication
*- = RADIUS Account Client
Fl-fl IP-MAC-Port Binding (IMPE) RADIUS Server List
e} ? MAC-based Access Control (MAC) ex IP Address Auth-Port Acct-Port Timeout Retransmit  Key
-8 Web-based Access Contral (WAC) 1 192.168.0.2 1812 1813 5 2 b Edit Delete
[ Compound Authentication 2
- =] IGMP Access Control Setings 3
[ Port Security

5. YTOO6bI COXpaHUTb BbIMOJSIHEHHbIE HAaCTPOMKMK, B IEBOM BEPXHEM Yriy HaxmuTe Save,
BblbepuTe Save Configuration n Haxxmute Apply.

* DGS-3000-28%
- -

System Configuration
§ Management Save Configuration I Log

Type A v

3apauya N2 2

B nokanbHoOW ceTn Heo6xo4MMO 0becneunTb ayTeHTUdUKaLumo nosb3oBaTenen nNpu nx
NOAK/IIOYEHUM K CeTU 4Yepe3 HeyrnpasnsieMbld KoMMmyTaTop. 3ajada peluaetcs
HacTponkon MAC-Based 802.1X Ha nopTax ynpaBisieMoro KommyTtaTtopa.

' RADIUS-cepsep
E’ IP-appec ceteBoro agantepa: 192.168.0.2/24

Basa y4éTHbix 3anuceit

Umsa Maponb
ivan inavpassword
KommyTaTtop SW 1 cath cathpassword
|P-agpec ynpasnerua KoMMmyTaTopa:
192.168.0.10/24
a ] 1 et
il
L | T [

Heynpaensembi
KOMMyTaTop

Knuent 802.1X (ivan) KnueHT 802.1X (cath)
MK 1 — pa6oyan ctaHums ¢ OC Windows MK 2 — pa6oyas ctaHyusa ¢ OC Windows
|P-agpec ceTeBoro agantepa: 192.168.0.20/24 IP-appec ceTeBoro afjantepa: 192.168.0.30/24

Puc. 2 Cxema nogknto4eHms
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HacTtpoika kommyTtaTtopa SW 1

1. BbibepuTe nyHKT MeHto Security — 802.1X — 802.1X Global Settings v BbinonHuTe
cnepyroLme HaCTPOUKMU:

-B nosne Authentication Mode Bbi6bepute MAC-based,;

-B nose RADIUS Authorization Bbi6epuTe Enabled;

-B nosne Authentication Protocol Bbi6epute RADIUS EAP.
Haxxmute Apply.

+-fil System Configuration P, e,

-l Management Authentication Mode | MAC-based v | Authentication Protocol | RADIUS EAP v

#-f L2 Features Dicabled v imi

#-f L3 Features Fonward EAROL PDU |D\5aMe{I:v| R : o timi
- Qos RADIUS Authorization | Enabled v |

- ACL i i

-4 Security —

- 802.1X [ Aeoy |

-8

= B02.1X Port Settings

-~ 802.1X User Settings

= Guest VLAN Settings

2. Boibepute nyHKT MeHio 802.1X Port Settings n ykaxxute nopT, K KOTOpOoMy Oyaer
NOAK/IOYEH HeynpaBfisieMblil KOMMYyTaTop, Bbi6paB COOTBETCTBYHOLLEE 3HAYEHWE B
nonax From Port u To Port (B npumepe - nopT 2). B none Capability BbiGepute
Authenticator n HaxxmuTe Apply.

-l System Configuration

- il Management 802.1X Port Access Control

5§58 L2 Features From Port [02 ~v|  ToPort [0z v
-l L3 Features QuietPeriod (0-65535) 60 sec SuppTimeout (1-65535) 30 sec
3: Ef:‘:' ServerTimeout (1-65535) 0 sec MaxReq (1-10) 2 times
3 Security TX Period (1-65535) 30 sec ReAuthPeriod (1-65535) 3600 sec
=-fi# 802.1x ReAuthentication [ Disabled ~|  PortContral [ Auto v
' " nings Capability | Authenticator ~ ~ |  Direction | Both v |
=) 802.1 User Settings Forward EAPOL PDU |Disabled v MaxUser (1-448) 6 | [ NoLmi
=) Guest VLAN Settings | Refresh Il Apply |
-l RADIUS / J
[ IP-MAC-Port Binding (IMPB;
[]___b: MAC-based Acc gc( I) MAC o | Port TX Quiet Supp- Server- ReAuth o Forward
o= -base: ess Contral ) Port | AdmDir| OpenCriDi control| Period |Period] Timeout Timeout MaxRe: Period ReAuth| Capability EAPOL PDU Max User
-l Web-based A Contral (WAC
g‘!’ Compound Atonication (Ao 1 | Bon | Bom | Auo | 30 | 60 El 30 2 | 3600 Disabled  None Disabled 16
& - Port Securty 2 | Both | Both Auto 30 60 30 30 2 3600 |DisabledAuthenticatof  Disabled 16
::ARP Spoci " 3 | Both Both Auto 30 60 30 30 2 3600 |Disabled  None Disabled 16
poafing Prevention Settings - — — - = == - = = - =

3. Bbibepute nyHKT mMeHo RADIUS — Authentication RADIUS Server Settings. B none
IPv4 Address ykaxwuTte agpec cBoero cepsepa (B npumepe 192.168.0.2). Beegute u
noaTeepauTe naposnb B nonsax Key/Confirm Key. Haxxmute Apply.

B[ System Configuration i §
E-[ Management Index \ 1 v ‘
&-f§ L2 Features 192.168.0.2 e.g.: 10.90.80.90
- L3 Features @ 1Pv4 Address (e.g10. )
B Qus O 1Pv6 Address T ewwF
B[ ACL Authentication Port (1-65535) [ | M Default
B Security
oA pecounting Por (165535) [ [ petaun
2 2 ¢ G s Tineou 1259 E— ]
802.1X Port Settings ~
802.1X User Setings iz (22 [ ] tmes % Defaur
i 2 Guest VLAN Settings Key (Max: 32 characters) lCl S
EH@ RADIUS 3
[B8=] Authentication RADIUS Server Settings Confirm Key lCl [ Apply ‘

i~ 5 RADIUS Authentication
*-- 5 RADIUS Account Client

[l IP-MAC-Port Binding (IMPE) RADIUS Server List

- MAC-based Access Control (MAC) ex IP Address Auth-Port  Acct-Port Timeout  Retransmit  Key

[]'"E Web-based Aocess-CnTmn\ (WAC) 1 102.168.0.2 1812 1813 5 2 - |' Edit '| |' Delete '|

[ Compound Authentication 2 - o |
- =] IGMP Access Control Setings 3

[ Port Security
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4. YcTaHOBUTE MakcuMasnbHoe KonuyectBo nsyvaemblx MAC-agpecoB paBHbiM 1. [1nA
9TOro B MeHI cneBa Bbibepute Port Security — Port Security Settings n 3apante
cnepyroLme HaCTPOUKMU:

- BblbepuTe NOPT, K KOTOPOMY MOAKJIHOYEH HeynpaBisieMbli  KOMMYyTaTop
(B npumepe - nopT 2);

- B none Admin State BbibepuTe Enabled;

- B none Action Bbi6epute Drop;

- B nose Max Learning Address(0-3328) ykaxxuTe 1 u HaxxmuTe Apply.

¥l System Configuration ) )
- Management Port Security Trap/Log Settings () Enabled (®) Disabled |_ Apply |
£l L2 Features

[ L3 Features . )
Port Security System Settings

- Qos -
- ACL System Maximum Address (1-3328) [ | EnNoumit ( Apply ]
-§& Security —_—
=ie 832 > From Port To Port Admin State Action Lock Address Mode Max Learning Address(0-3328)
: 2.1X Global Settings ; . L L L . ;
2.1X Port Settings [02  v|/02 v |[Enabled v | |[Drop v | |DeleteonResst v |[1 | [ Apply

21X User Setfings
=) Guest VLAN Settings
- il RADIUS .
(- IP-MAC_Port Binding (IMPE) Port Security Port Table e

[ MAC-based Access Control (MAC) ’0 Admin State Lock Address Mode .ﬂdlj‘!'l:';'c 9

G ‘Web-based Access Control (WAC) 1 Disabled DeleteOnReset 32 Drop

Action

Edit

View Details

[F}- G Compound Authentication

\ ||
- Port Security 2 Enabled DeleteOnReset 1 Drop | Edit | | View Details
3 Disabled DeleteOnReset 32 Drop | Edit || View Details
=| Port Security VLAN Settings 4 Disabled DeleteOnReset 32 Drop | Edit | | View Details
ort Security Entries 5 Disabled DeleteOnReset 2 Drop | Edit || View Details

5. YT06bl COXpaHUTb BbINOSIHEHHbIE HACTPOMKMK, B JIEBOM BEPXHEM Yrfly HaXXMuUTe Save,
Bbl6epuTe Save Configuration n HaxxmuTe Apply.

Save Configuration I Log

@ Management )
- Type | An v

3apava N° 3

B nokanbHOW ceTn Heob6xoAUMMO obecneunTb ayTeHTUdbMKaumnio nonb3oBaTenen npu mx
NOAK/OYEHUN K ceTu. [1o NpoXoXAeHUs ycnewHon ayTeHTudukaumm, uam B crnyyae eé
Heycnexa, Nofib3oBaTeNb AO/MKEH nony4yatb AOCTYN B «rocTeByto» VLAN.

3ajaya pewaetca  HacTtpomkonm  802.1X Guest VLAN Ha KOMMyTaTOpe.
HeayTeHTUdUUMpOBaHHbIM nonb3oBaTtensaM, Haxoaawwmmca B VLAN 10, paspewleH
aoctyn B WHTepHeT. [Mocne ycnewHown ayTeHTUdMKauuM nonb3oBaTenen, noptbl K
KOTOPbIM OHW NOAKIOUEHDI, 6yayT Aob6asneHbl B VLAN 20.
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CoTpyaHuK

BeTpoeHHbid B OC
KnneHT 802.1X

otgena R&D
Cepeep RADIUS

IP:192.168.0.10

2N §

DHCP-cepeep u

MopT 1,574“10‘” 3 whios B UHTepHer 7
..... = T T - |\1MHTepHET<
@.’/ -
VLAN v20 VLAN v10 | MopT 22 T
- N
’ @ T~
MoceTtutens

Cepeep R&D
(KoHpwmaeHumanoHaa uHgopmauma)
IP:192.168.0.10

1. Oee VLAN: v10 m v20
CraTtnyeckue YneHbl v10: nopTbl 13—24
Cratuyeckue Ynexbl v20: nopTel 1-12

He knuenT 802.1X
IP:192.168.0.100

¢==-aaae, Ha NopTax 13—24 akTuBM3MpoBaHa
o= hyHkuma Guest VLAN
2. GuestVLANVID=10
Ecnu cepeep RADIUS pacnonosxeH 3a
npegenamu cetw, IP-uHtepdeiicy VLAN v10
LOMKeH 6bITb Ha3HaueH IP-agpec ana
OCYLLIECTB/IEHUA MapLUpYTU3aLum

Puc. 3 Cxema nogkntoveHms

Hactpouka kommyTaTopa SW 1

1. Boibepute nyHKT MeHio L2 Features —» VLAN — 802.1Q VLAN Settings, oTkpownTte
Bknaaky Add/Edit VLAN u cospaitte Heo6xoammblie VLAN (B npumepe VLAN v10 u

v20):

B nosie VID ykaxute Homep VLAN;
B none VLAN Name BBeauTe Ha3dBaHue VLAN,;

OTMETbTE MOPTbl, KOTOpble ByAyT ABNATbCSA HEMAPKUPOBaHHbIMKU YneHamu VLAN,

kak Untagged (B npumepe: noptbl 13 — 24 ansa VLAN v10 n 1 — 12 gnsa VLAN v20)

HaxmuTe Apply.

: DGS-3000-28X
'ﬁ System Configuration
[ Management
El-§i# L2 Features
- VIAN
2
[+~ i 802.1v Protocol VLAN
- i GVRP
=] MAC-based VLAN Settings
=] Private VLAN Settings
= PVID Auto Assign Settings
(- i Voice VLAN
=] VLAN Trunk Settings
=) Browse VLAN
=) Show VLAN Ports
B8 QinQ
= Layer 2 Protocol Tunneling Settings
(- [ Spanning Tree
[#- [ Link Aggregation
- @8 FDB

VLAN List lAddIEditVLAN | Fin vian | VAN Batch Settings Total Entries: 1

VD VLANName [10  |(Max: 32 characters) [ Apply |
Adverti | Disabled v |

Port  SelectAll01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

Taged [ &t JOOOOO0O0O0000000000000000000000
untagged. A1 1OO O O0O0O0000000PEPEEEOEEE®OEO®®OO00O0

Foigden_ A OO 0O 0000000000000 000000000000

Mb;?x‘me( LA @EOEEEEEEE®OOEE®O000000000000®E ®
Tagged Ports

Untagged Ports
Forbidden Ports

13-24
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* DGS-3000-28X

[# System Configuration
- [ Management . 5
e VLAN List | AdwrEdrvian | Find vian | VAN Batch setings | Total Entries: 1
B VEAN —
5{802.10 VLAN Setiings| VID 20 |  VLANName Max: 32 characters Apply
[ 802.1v Protocol VLAN ) - ¢ ) 7‘
-8 GVRP Advertisement | Disabled v |
= MAC-based VLAN Setings Port  SelectAll01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
;SC‘;;‘::’"';AANS:;;":ZMQS Tagged [ Al IO OO OO0O00000000000000000000000
- [ Voice VLAN Untaggedl A 1@ @@ EOEOEOEOEEOEEEOEO©OO00000000000000O0
=] VLAN Trunk Setti =
B v Fomidden_ A" 1O OO0 0000000000000 000000000000
= Not ———
- Show VLAN Port Memper LA JOOOOO0O0000000PRPOPOPAOPOROPEOEOE®
- QinQ
= Layer 2 Protocol Tunneling Settings Tagged Ports
(- Spanning Tree Untagged Ports  1-12
[ [ Link Aggregation Forbidden Ports
@ FoB

2. Cospavite IP-uHTepdeiic ana VLAN 10. [ns 3Toro B MeEHKO cfieBa Bblbepute
Management - IP Interface —» System IP Address Settings. B none
Management VLAN Name ykaxuTe Ha3BaHue cootBeTcTByowen VLAN u Haxmute
Apply.

ER 8 System Configuration

3.{f Management @ Static O DHCP O BoOTP
[]...ﬁ ARP
& 1P Nexhbor Settngs Management VLAN Name

- IP Interface

em IP Address Settings Interface Admin State | Enabled v |

nterface Settings IP Address , , El

j Management Settings Subnet Mask _ _ 255 E
- = Session Table

S Secsion Tmenut Gateway I A A O

w
(e}

- [ single IP Management \ Apply |
-l SNMP Settings

w

3. Bbibepute NyHKT MeHto Security —» 802.1X — 802.1X Global Settings n aktuBupynte
dyHKunto 802.1X, BbINOMHUB Criefytolmne HaCTPONKH:

- B none RADIUS Authorization Bbi6epuTte Enabled;
- B none Authentication Protocol Bbi6epute RADIUS EAP.
Haxmunte Apply.

#- [l System Configuration ) ) ) )

#1-f Management Authentication Mode | Disabled v | Authentication Protocol | RADIUS EAP v |

32 2 Peaures Forward EAPOL PDU | Disabled v) Max User (1-448) [ | @noumt
#1-f QoS RADIUS Authorization | Enabled v |

71 AL ) )
E| | Security —_—
| B @o21x T aeey
802.1X Global Settings|

B802.1X Port Settings

4. B pasgene Guest VLAN Settings HacTponTe VLAN v10 B kauectBe rocteson VLAN. [nsa
atoro B none VLAN Name ykaxute 10, oTMeTbTe NOpPTbl, MPUHAANEeXalme faHHOM
VLAN, n Haxxmute Apply.

* DGS-3000-28X

= [i# System Configuration
- @ Management Add Guest VLAN
(- | L2 Features
(- [ L3 Features VLAN
58 QoS o D | [ apy [ pelete
- ACL
- Security
B 802.1X Port 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28
3 602.1 Giobl etings Ca 0000000000 00EE5 5548484888800 0.0
=] 802.1X Port Settings =
=) 802.1X User Settings Ports:  13-24
- RADIUS Current Guest VLAN Ports:
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. Bbibepute nyHKT MeHto 802.1X Port Settings v HacTponTe MOpTbl, NPUHAgNexXalme
rocteBoit VLAN, B KayecTBe ayTeHTudukatopa. [Ana atoro B nonsx From Port u To
Port ykaxxute noptbl 13 — 24, B none Capability BbibepuTe Authenticator n HaxxmuTe

Apply.

- System Configuration
[ Management
- L2 Features
- L3 Features
i Qos
@ acL
{4 Security
i 802.1X
- =] B02.1X Global Settings
8
= 8D2.1X User Settings
- = Guest VLAN Settings
E-fi@ RADIUS

0-E=-0-E-E-E-E

802.1X Port Access Control
From Port

QuietPeriod (0-65535)
ServerTimeout (1-65535)

TX Period (1-65535)
ReAuthentication

Capability

Forward EAPOL PDU

(13 v|  Toport [24 v

60 sec SuppTimeout (1-65535) 30 sec

30 sec MaxReq (1-10) 2 times

30 sec ReAuthPeriod (1-65535) 3600 sec

| Disabled v | PortControl | Auto v

|W] Direction [Both v

[Disabled v | Max User (1-448) [ ] O nNoumi
[ Refresh || Apply |

6. Bbibepute nyHKT MeHto RADIUS — Authentication RADIUS Server Settings. B none
IPv4 Address ykaxunTte agpec cBoero cepBepa (B npumepe 192.168.0.10). Beegute u
noaTeepauTe naponb B nonsx Key/Confirm Key. Haxxmute Apply.

(- System Configuration

: Management

- L2 Features

[ L3 Features

Bl QoS

B[l ACL

L—"_I{ﬁ Security

B} 802.1X

i~ B0Z2.1X Global Settings

B02.1X Port Settings

B02.1X User Settings

Guest VLAN Settings

El-{i RADIUS
[88=:] Authentication RADIUS Server Settings

RADIUS Accounting Settings

RADIUS Authentication

RADIUS Account Client

[ IP-MAC-Part Binding (IMPEB)

[} ﬁ MAC-based Access Control (MAC)

[ Web-based Access Control (WAC)

[ Compound Authentication

Index
(@) IPv4 Address

O 1Pv6 Address
Authentication Port (1-65535)

Accounting Port (1-65535)
Timeout (1-255)
Retransmit (1-20)

Key (Max: 32 characters)
Confirm Key

(1 >
192.168.0.10 (e.g.: 10.90.90.90)

L egsw
—
—
[ |sec MDefaut
l:| times (¥ Default
o ]
[ ]

[ Apply |

RADIUS Server List

IP Address

Auth-Port

Acct-Port Timeout Retransmit  Key

1 192.168.0.10

1812 1813 5 2 s

Edit Delete

7. YT06bl COXpPaHUTb BbIMOJIHEHHbIE HACTPOWKK, B JIEBOM BEPXHEM Yy HaXXMUTe Save,
BblbepuTe Save Configuration n Haxxmute Apply.

* DGS-3000-28X

- -

- @ System Configuration
+1- [ Management

Save Configuration | Log

Type [ An
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